
 

BCRP Radio Usage and the Data Protection Act. 

Background  

Two-way radio communication has long been used in the fight against retail targeted 

crime such as shoplifting. Typically, as part of a scheme promoted by business crime 

reduction partnerships (BCRP) or business improvement district (BID) initiatives, this 

form of immediate information broadcast and exchange has proven valuable in 

alerting retailers and other agencies to potential trouble or the existence of know 

troublemakers in the vicinity. Current training materials should advise that so called 

‘persons of interest’, be they suspected or convicted troublemakers / shoplifters, 

should not be named over the radio. This is very much a default piece of advice as it 

will assume that the operator of the scheme may well not have the correct policies 

and controls in place to allow this type of information to be given over the radio.  

Why is this a data protection issue?  

This becomes a data protection issue due to the technology that is used to control 

and secure the radio communications. All radio traffic is recorded and encrypted onto 

the server system that manages the radio equipment. As this is data processing and 

becomes personal information if a name or other information that can identify a living 

person is transmitted and thus recorded, the operation of any such system will need 

to comply with the General Data Protection Regulation (GDPR) and additionally with 

the Data Protection Act 2018. 

Article 10 of the GDPR states:  “Processing of personal data relating to criminal 

convictions and offences or related security measures based on Article 6(1) shall be 

carried out only under the control of official authority or when the processing is 

authorised by Union or Member State law providing for appropriate safeguards for 

the rights and freedoms of data subjects. Any comprehensive register of criminal 

convictions shall be kept only under the control of official authority.” 

 If a radio operator were to name a POI and describe them as a ‘known shoplifter’, 

this would amount to the processing of criminal conviction data. This would be 

classified even if it were only an accusation of being a known criminal if official 

investigation into the individual were taking place. If no such investigation was 

underway and the individual had no criminal record, then this would also be 

defamatory.   

It could also be classified as relating to criminal convictions or offences merely by 

describing a person as a POI due to the context of the operation of the system (in 

that a POI is likely to mean a known or suspected offender).  

The DPA2018 does, however, allow for the processing of special category data in 

the public interest for the purpose of “preventing or detecting unlawful acts” – this 

condition is set out in Schedule 1.10 of the Act.  



This paragraph states: 10  (1) This condition is met if the processing— (a) is 

necessary for the purposes of the prevention or detection of an unlawful act, (b) must 

be carried out without the consent of the data subject so as not to prejudice those 

purposes, and (c) is necessary for reasons of substantial public interest. 

It is commonly understood that Paragraph 10(1)(c) requires that processing of 

special category data be “necessary for reasons of substantial public interest”, 

and that this provision also applies to processing of criminal conviction etc. data. 

 However, a special extension to Part 2 conditions relating specifically to processing 

of criminal conviction etc. data exists in Part 3, specifically paragraph 36 which 

states:  

36 This condition is met if the processing would meet a condition in Part 2 of this 

Schedule but for an express requirement for the processing to be necessary for 

reasons of substantial public interest.  

As a result, processing of criminal conviction etc. data in these circumstances is 

acceptable under the DPA2018 provided that it is done for the express and direct 

purpose of preventing or detecting crime.    

To comply with these requirements NABCP Members are advised to: 

 Provide training to radio users explicitly not to communicate via a radio with 

messages that contain personal data if avoidable. 

 To have a Legitimate Interests Policy in place explaining why it is needed and 

why it is of substantial public interest. 

 To have a radio messages storage, retention and destruction policy 

 To include radio usage and the risks in and Privacy Impact Assessment 

 Include radio usage and necessary policies in their Privacy Statement 

 Include in their Data Subjects Access to Personal Data Policy. 

 Where required negotiate a contract with your radio supplier as to what they 

will do with your data that contains personal data. 

 

  


